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Upfront with Keynote Speaker Steven Kaufman

Steven Kaufman 

Acting Chief Counsel, Cybersecurity and Infrastructure Security Agency

Mr. Kaufman is the Acting Chief Counsel of the Department of Homeland Security’s

Cybersecurity and Infrastructure Security Agency (CISA), where he had been

serving as Deputy Chief Counsel. As a career member of the Senior Executive

Service (SES), Mr. Kaufman assists in leading CISA's Office of Chief Counsel. He

has been with the DHS since 2010.

Prior to becoming Deputy Chief Counsel, Mr. Kaufman was an operational attorney

supporting DHS’ Federal Protective Service (FPS). He advised on a plethora of legal

issues impacting FPS’ law enforcement and Federal facility security mission

nationwide. He also served on a leadership detail with the U.S. Secret Service.

Before joining DHS, Mr. Kaufman served as an Associate Chief Counsel in the

Office of Chief Counsel of the U.S. Drug Enforcement Administration (DEA). He

established and managed DEA’s Division Counsel Program after serving as its first

Division Counsel in the Miami Field Division in 2000. In Miami, he provided legal

advice and counsel on operational and legal issues, mainly focusing on electronic

surveillance issues.

Mr. Kaufman started his Federal career in the FDIC’s Office of General Counsel,

Office of Special Litigation. He graduated from American University Law School (JD)

in 1989. He received his BA from The George Washington University.
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Upfront with Steven Kaufman 

Cybersecurity Infrastructure and Security Agency’s expanding role

Impact of Biden Executive Order and White House Open Letter

Current ransomware threat landscape

Attacks Spurring Administration and Congress to Act

Available CISA resources
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Executive Order Summary
“This Executive Order makes a significant contribution toward modernizing cybersecurity 
defenses by protecting federal networks, improving information-sharing between the U.S. 
government and the private sector on cyber issues, and strengthening the United States’ ability 
to respond to incidents when they occur.”

Remove Barriers to 
Threat Information 
Sharing Between 

Government and the 
Private Sector.

Modernize and 
Implement Stronger 

Cybersecurity 
Standards in the 

Federal Government.

Improve Software 
Supply Chain 

Security.

Establish a 
Cybersecurity Safety 

Review Board.

Create a Standard 
Playbook for 

Responding to Cyber 
Incidents.

Improve Detection of 
Cybersecurity 

Incidents on Federal 
Government 

Networks.

Improve Investigative 
and Remediation 

Capabilities.
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CISA Resources

CYBERSECURITY RESOURCES 

• CISA Ransomware Guide

• Telework Resources – Telework Guidance and Best Practices

• Cybersecurity Hub – Assessments, Prevention, and Response Resources

• Cyber Essentials – Cybersecurity Awareness and Best Practices Resources

• Cyber Essentials Toolkits – Action Items for IT and C-suite Leadership

SMALL BUSINESS RESOURCES 

• FCC Cybersecurity Planning Guide

• DHS Cybersecurity Overview

• Social Media Guide

• Cybersecurity While Traveling

• Protect Your Workplace Materials
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Warning issued in February 2022 addressing increased cyber risks arising 

out of the Russia-Ukraine conflict

Guidance for Organizations

• Reduce the likelihood of a damaging cyber intrusion

• Take steps to quickly detect a potential intrusion

• Ensure that the organization is prepared to respond if an intrusion occurs

• Maximize the organization's resilience to a destructive cyber incident

Guidance for C-Suite and Leadership

• Empower Chief Information Security Officers (CISO)

• Lower Reporting Thresholds

• Participate in a Test of Response Plans

• Focus on Continuity

• Plan for the Worst
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Recommendations for how to respond to a Ransomware Event

• Determine which systems were impacted, and immediately isolate them.

• Disconnect devices from the network or power them down to avoid further spread of the virus.

• Triage impacted systems for restoration and recovery.

• Consult with incident response team to develop and document an initial analysis of the event.

• Engage your internal and external teams and stakeholders with an understanding of what they can 

provide to help you mitigate, respond to, and recover from the incident.

• Take a system image and memory capture of a sample of affected devices

• Consult federal law enforcement regarding possible decryptors available
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Statement issued March 21, 2022 to warn companies about potential cyberattacks “in 

response to the unprecedented economic sanctions we have imposed” against Russia 

and recommending that companies adopt the following “with urgency:”

1. Mandate the use of multi-factor authentication 

2. Deploy modern security tools on your computers and devices 

3. Check with your cybersecurity professionals to make sure that your systems are patched and 

protected against all known vulnerabilities, and change passwords across your networks 

4. Back up your data and ensure you have offline backups beyond the reach of malicious actors

5. Run exercises and drill your emergency plans so that you are prepared to respond quickly to 

minimize the impact of any attack

6. Encrypt your data so it cannot be used if it is stolen

7. Educate your employees to common tactics that attackers will use over email or through websites

8. Engage proactively with your local FBI field office or CISA Regional Office to establish 

relationships in advance of any cyber incidents

White House Guidance: Act Now to 
Protect Against Potential Cyberattacks
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Evolution of 

Ransomware Attacks
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What Is Ransomware?

• Form of malware

• Encrypts victim’s data and/or 
system

• Demands payment for 
decryption

• Numerous iterations

• One infected user can SHUT 
DOWN an entire organization

• Uses social engineering by 
sending employees suspicious 
emails with invoices or business 
documents most will likely open
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The Ransom Note

• Once deployed, the ransomware 

generates a “Ransom Note” on the 

infected system providing:

• Information about victim’s computer

• Cost to decrypt

• Deadlines

• Instructions for payment

• Identification of threat actor group

• Contact information

• Ransom Note “Themes” 

• Movies and TV Shows

• Federal Agencies (FBI, CIA)
A Ransom Note inspired by the TV Show “Breaking Bad”

Source: KnowBe4, “Heads-up: 'Breaking Bad' Ransomware Beta Tested Down Under”
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Why Are Threat Actors 
Using Ransomware?

• High success rate and visibility

• Simple

• Ransom is paid

• Payment is typically made with 

Cryptocurrency or Bitcoin

• Commoditization of malware

• Do-it-yourself ransomware kits

• Publicity
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What are the Crown Jewels?

Personally Identifiable Information, or PII 

varies from state to state, but may include:

• Social Security Number

• Date of Birth

• Bank Account/Financial Account/

➢Credit Card Number (PCI)

• Email Address

• Biometric Data

• Employee Identification Number

Personal Health Information, or PHI
• Demographic information, medical histories, test and 

laboratory results, mental health conditions, insurance 

information, and other data that a healthcare professional 

collects to identify an individual and determine 

appropriate care
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Crown Jewels Model

Old Model: Cybercriminal hacks into 

an organization’s network and takes 

its crown jewels—data that had some 

measure of value on the cyber black 

market, i.e., the DarkNet. 

• The bad guy then monetizes this crime by 

selling the data on the DarkNet to someone 

who would use it for fraudulent purposes to 

also make money. 

• The profit was in stealing data and so data 

has to be worth something to make it 

profitable for the bad guy. 

Myth: If enterprise does not have 

crown jewels…it will not be a target 

for hackers.
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Double Extortion Model

• Hackers are now targeting the organization’s 

back-up systems first in order to cripple the 

ability to retrieve critical data and remediate the 

system without paying the ransom.

• Cybercriminals are threatening to post sensitive 

and embarrassing exfiltrated information on leak 

sites if they do not receive the ransom payment 

and may even auction off the data. 

• 935% increase in double-extortion events from 

2020-2021. 

• Estimated that 47% more data leaked during Q1-

Q3 2021 than entirety of 2020. (source: Advisen, 

“Double-extortion ransomware events jump 

935%”).

• Ex: The Grubman Law Firm
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Triple Extortion Model

Some threat actor groups hire affiliates to 

call the organization victimized by the 

attack to encourage them to make 

payment for decryption tool or to prevent 

publication.

DoppelPaymer ransomware victims were 

called by hackers, post-infection.

• In one instance, the attacker used a 

spoofed US-based telephone number 

while claiming to be located in North 

Korea, threatened to leak or sell data 

from an identified business if the 

business did not pay the ransom.

Re-attacks - DDoS
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Quadruple Extortion Model

• Increasingly aggressive tactics

• Encryption, Data theft, DDoS and 

Harassment involving employees, business 

customers/clients and calls media to inform 

them of hack.

• Re-attacks – DDoS to shut down public 

websites

Examples: 

• Yanluowang variant

• Grief Gang (REvil affiliate) and the Ragnar 

Locker ransomware group issuing memos 

notifying victims to keep the negotiation 

between them “or else” 
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Quintuple Extortion Model

• Conti has changed its business model…less 

work…greater return.

• No encryption

• Rather than doxing exfiltrated information, it 

is offering it to interested buyers – so even if 

the ransom isn’t paid, the criminals still 

make a profit.
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The collateral costs of a ransomware attack include:

• Damage and destruction (or loss) of data

• Downtime

• Lost productivity

• Post-attack disruption to business

• Forensic investigation

• Restoration and deletion of hostage data and systems

• Reputational harm

• Employee training in direct response to attack

• Global spending on security awareness training for employees predicted to be $10 billion 

in 2027

Increase in Ransomware Damage Costs 
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The Key Ethics Rules 

• Rule 1.1 (Competence)

• Rule 1.3 (Diligence)

• Rule 1.4 (Communication)

• Rule 1.6 (Confidentiality) 

• Rules 5.1 and 5.3 (Supervisory 
lawyer responsibilities) 

Got Ethics?
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ABA Opinions

• ABA Op. 477R, Securing Communication of Protected Client Information (May 19. 2017)

• ABA Op. 482, Ethical Obligations Related to Disasters (Sept. 19, 2018)

• ABA Op. 483, Lawyers’ Obligations After an Electronic Data Breach or Cyberattack (Oct. 17, 2018)

Pennsylvania Bar Association’s Formal Opinion 2020-300 (April 10, 2020) 

– Working Remotely

• The attorneys and staff “must consider the security and confidentiality of their client data, including 

the need to protect computer systems and physical files, and to ensure that telephone and other 

conversations and communications remained privileged.”

Ethics Opinions
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Ransomware 

Statistics



Source: Barracuda



Source: Barracuda
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AVERAGE RANSOM PAYMENT

$211,259
-34% from Q4 2021

Ransom Payments Decrease in Q1 2022

But Remain Significant

Source: Coveware, “Ransomware Threat Actors Pivot from Big Game to Big Shame Hunting”

MEDIAN RANSOM PAYMENT

$73,906
-37% from Q4 2021
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77%
Percentage of 2022 Q1 ransomware attacks 

that involved the threat to leak exfiltrated data

Source: Coveware, “Ransomware Threat Actors Pivot from Big Game to Big Shame Hunting”

ATTACK VECTORS

TOP 3 RANSOMWARE TYPES

1. RDP Compromise

2. Email Phishing

3. Software Vulnerability



A Threat Actor’s Profile
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A Threat Actor’s Profile

• Old groups coming back (Emotet)

• Morphing Conti actors breaking up)

• Cobalt Strike making improvements 

• Publishing or negotiating sale of master decryption key 

(Kaseya; Ragnarok) due to legal issues or rebranding 

(Revil/Avaddon/Darkside) to Haron/BlackMatter).

• Publishing on leak sites

➢The top five most active ransomware groups releasing victim data 

to extortion sites in 2021: Conti, LockBit, Sodinokibi (REvil), Maze, 

Pysa)

• Ransomware-as-a-service (RaaS); Community 

groups/affiliates

• Nation states/security/geopolitical intel

• Insider threats: Remote environments 

• Lone wolf

• LAPSU$
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LAPSU$ “Recruitment” Post
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• Ransomware-as-a-Service (RaaS) 

projected to continue to grow

• Regulation of cryptocurrency

• AI/Attorneys/Law firms as targets; 

offensive and defensive

• Log4J

• Third-Party software will continue to 

be a target for threat actors

• Operational technology to become 

increasing target

What Are We Seeing in the Landscape 
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Responding to a

Ransomware Attack
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• Containing an intrusion before it 

reaches systems PII or PHI may stop 

a data breach from ever occurring

• Limit the economic/reputational harm

• Limit legal liability and ethics 

complaints

• Maintain employee morale

• Forestall regulatory scrutiny

• Placing broker/carrier on notice

The First 72 Hours May Be the Most Crucial!



The First Four Steps

• Step 1: Don’t Panic, Assemble 

the Incident Response Team

• Step 2: Containment and 

Eradication

• Step 3: Determine Scope of 

Compromise/Encryption

• Step 4: Determine Strain of 

Ransomware



Step 5: Evolving 
Response Options

After identifying scope and strain, the 

following are four basic responses to a 

ransomware attack

• Option 1: Restore Files from a Backup

• Option 2: Try to Decrypt

• Option 3: Do Nothing and Lose Data

• Option 4: Negotiate and/or Pay the 

Ransom



To Pay or Not to Pay
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• Is the decision becoming more difficult and why?

• Does making a decision during the incident 

response effort impact negotiations and decision 

to pay a ransom?

• What is client advice when considering paying?

• Are attackers willing to still negotiate?

• Hospitals and Patient Safety Considerations

To Pay or Not to Pay
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Both the FBI and U.S. Conference of Mayors recommend against making a 
payment.

Reporting requirements

Should you engage in negotiations if you have no intention of paying the 
ransom?

U.S. Treasury Department / Office of Foreign Asset Control

Factors to Consider Before Paying a Ransom

Legal due diligence is mandatory
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Is there backup (test restore)?

Is time on your side? 

Is Incident Response Team deployed?

Has cyber liability carrier been contacted? 

Factors to Consider Before Paying a Ransom
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Other considerations:

• Reputation of attacker to follow through on promise to return data and 
restore access. What is default rate? (Conti).

• Is ransom payment covered by insurance?

• $10,000 deductible versus hours of time, money, and resources to rebuild 
system.

• Will the decrypted files be corrupted?

• Has integrity of data been harmed?

• Will data be posted to a leak site?

Factors to Consider Before Paying a Ransom
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• On October 1, 2021, the U.S. Department of the Treasury’s Office of Foreign 

Assets Control (OFAC) is issued an advisory to alert companies that engage with 

victims of ransomware attacks of the potential sanctions risks for facilitating 

ransomware payments. 

• Companies that engage with victims of ransomware attacks - cyber insurance, 

digital forensics and incident response as well as financial services providers that 

may be involved in processing ransom payments, must account for the risk that a 

ransomware payment may involve an SDN or blocked person, or a 

comprehensively embargoed jurisdiction…ex) Iran

• Civil penalties for sanctions violations based upon strict liability 

• Cooperation with law enforcement and compliance are considered substantial 

mitigating factors.

• Companies must carefully consider all advantages and implications before paying 

a sanctioned entity and engaging with government authorities, including OFAC 

and DOJ.

OFAC – Sanctions Concerns
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• How do you know if a ransomware threat actor group is on the OFAC Sanctions list?

https://sanctionssearch.ofac.treas.gov/

OFAC – Sanctions Concerns

https://sanctionssearch.ofac.treas.gov/
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• We are here to discuss our files on the website. What is price to reach an agreement?

• Price for you is 11btc. You need to pay this amount and we will give you decrypt tool for all your 

machines, security report on how you were hacked, file tree on what we have downloaded from your 

network and wiping log of that information. Take into consideration that we have downloaded a lot of 

data from your network that in case of not payment will be published on public news website and sold 

on the black-markets. Were move it after payment and wiping log is provided as well. To start a 

business we offer you to make payment in two stages. What amount you can pay today?

• Is there anyway that we can see what you stole from us? We are nervous about what may have been 

taken, so we would appreciate if you can show us.

• Part of it you could check here…the rest, more valuable part is preparing for selling.

• We would like to discuss a deal. Can you remove this post from the website while we are coming to 

an agreement?

• We told you the price. If you agree to pay it today, we will remove the data and stop selling process. 

The price will increase on Monday.

Sample Negotiation with Threat Actor
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• Time is enough for you. After this time we don’t talk with you any more. We’re busy. We’ll send all 

information to parents’ email and say you’re children are in danger

• I told you if you emailed anybody, the deal was off…who did you email?

• We sent emails to 3 parents and 3 employees but it is not end, so we are asking you about payment 

so what? Pay or not?

• I told you if you emailed any body there would be no deal. Then you did it anyway. If you want to 

regain our trust, you need to send us more proof of files that you have from the network

• Ok. Wait for our counterattack.

• You have a strange way of trying to get us to pay. Attacking, emailing our people. None of this 

increases our belief that you can be trusted.  Your choice i guess.

Escalating Negotiations With Threat Actor
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LeakTheThreat
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Ransomware’s Impact on Cyber Insurance

Rising Cost of 
Insurance

Co-Insurance Sublimits

Business 
Interruption

Exclusions/
Endorsements

• Ransomware attacks are affecting the cyber liability insurance factors on multiple levels
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Impact of Cyber Insurance on Cyber Compliance

• Cyber insurance is driving improvements to cyber defenses: companies find 
that obtaining cyber insurance, and lowering the premium for their cyber 
coverage, requires taking proactive measures to improve their cybersecurity

Source: Sophos: The State of Ransomware 2022

• 64% have implemented new 

technologies or services

• 56% have increased staff 

training & education activities

• 52% have changed processes 

and behaviors



W W W . C O N N E L L F O L E Y . C O M   |  5 1

Notification and

Lessons Learned
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• Most of the time an attacker does 
not have access to information, 
only the ability to prevent you from 
gaining access

• However, hackers may change 
tactics after an attack moving 
laterally in a network and accessing 
sensitive information they can 
monetize, e.g., SSN, bank accounts 
information, etc.

• Notification may become 
necessary…

Step 6: Notification
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Every state has enacted its own 

security breach notification law 

creating a patchwork of laws:

• Varying definitions of personally 

identifiable information and what triggers 

reporting

• Many require notification of State AG 

(some in advance of notice to consumers)

• Timelines for response vary widely; many 

“without unreasonable delay”

• Prescribed content varies from state to 

state

• States continue to amend existing laws.

Step 6: Notification
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Communications must be a key part 

of the Response and Notification 

Phase

• Ensure Communications/Public 

Relations professionals are part of 

Incident Response Team 

• Separate Legal (i.e. Privileged) 

communications from purely technical 

or business-related discussions  

Step 6: Notification
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Two new reporting obligations for owners and operators of “critical infrastructure”:

• Obligation to report certain cyber incidents to the Cybersecurity and Infrastructure Security 

Agency (CISA) within 72 hours, 

• An obligation to report ransomware payments within 24 hours.

Signed into law on March 15, 2022, BUT:

• The new reporting obligations will not take effect until the Director of CISA promulgates 

implementing regulations, including “clear description[s] of the types of entities that 

constitute covered entities.”

Cyber Incident Reporting for Critical Infrastructure Act of 2022
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If adopted, the Rules will require public companies to disclose:

• any cybersecurity incidents within four business days of the company’s determination that the incident is 

“material”; and

• on an annual basis, describe its cybersecurity risk management policies and procedures, governance 

practices, and to what extent board members possess cybersecurity expertise

Reports regarding cyber incidents would include

• When the incident was discovered and whether it is ongoing;

• A brief description of the nature and scope of the incident;

• Whether any data was stolen, altered, accessed, or used for any other unauthorized purpose;

• The effect of the incident on the registrant’s operations; and

• Whether the registrant has remediated or is currently remediating the incident.

SEC: Proposed Cybersecurity Reporting Rules
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Reporting Internet-Related Crime

Victims of ransomware should consider reporting the attack immediately to CISA at 

www.us-cert.gov/report, a local FBI Field Office, or Secret Service Field Office.

FBI local office –
fbi.gov/contact-us/field-

offices/field-offices

U.S. Secret Service -
secretservice.gov/contact/field-

offices

Internet Crime Complaint Center 
- ic3.gov

Department of Homeland 
Security's National Infrastructure 

Coordinating Center:
(202) 282-9201 (report incidents 
relating to national security and 

infrastructure issues)

U.S. Computer Emergency 
Readiness Team (U.S. CERT) 

(online reporting for technicians)



Step 7:  Lessons Learned

• Conduct a post-breach 

assessment. Why?

• What worked and didn’t 

work?
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Conclusion
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• Backup critical data and test restore from secure backup.

• Prepare and maintain inventory of hardware and software assets

• Implement security awareness training with simulated phishing attacks.

• Have strong access controls especially in remote environment.

• Use multifactor authentication.

• Smart passwords

• End-to-end encryption

• Patch management. (Follow Microsoft patch Tuesdays).

• Review all policies of insurance and procure a standalone cyber liability policy that best fits 

coverage needs, including ransomware and business interruption.

• EDR to protect against potential malicious endpoint activity.

• Incident Response Plan, Incident Response Team, Tabletop Exercises

• Vet and manage third-party vendors to transfer risk. Vendor Agreements are essential.

Best Practices
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National Institute of Standard and Technology (NIST)

CISA Resource:

• CISA has released its first CISA Insights products, which discusses the rapid emergence of 

ransomware across our Nation’s networks. 

• Helping organizations protect themselves from ransomware is a chief priority for CISA. 

Organizations are encouraged to review the following resources to help prevent, mitigate, 

and recover against ransomware:

• CISA Ransomware Guide - https://www.cisa.gov/stopransomware/ransomware-guide

Follow a Ransomware Framework

https://www.cisa.gov/stopransomware/ransomware-guide
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• Cybersecurity safe harbor laws are legislative acts 

designed to encourage organizations to take 

voluntary action and improve their cybersecurity. 

• Safe Harbor Laws - provide an affirmative defense 

where an organization can show it (1) had certain 

industry-recognized cybersecurity standards in 

place, and       (2) was in compliance with those 

policies at the time of the breach

Examples: 

• OH Data Protection Act of 2018

• UT Cybersecurity Affirmative Defense Act

• CT Public Act No. 21-119

• Safe Harbor Bill introduced in NJ Legislature in 

October 2020 (NJ S3062 | 2020-2021). Referred to 

Committee, but no other action taken

US Cybersecurity Safe Harbor Laws: Why?



“If you’re not doing scans and penetration tests, 

then just know that someone else is. 

And they don’t work for you.”

- George Grachis, Senior Consultant, Maxis360 - 2016

Final Thoughts
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NEWS

Law Firm Cyber Breach May Impact
23K, Including Financial Institution
Client's Customers
Public documents about Stevens & Lee's cyber breach reveal a

potentially wide impact in multiple states. 

May 13, 2022 at 01:34 PM

 5 minute read

Cybersecurity

Justin Henry 

Reporter

Event

Georgia Legal Awards 2022 (GALA)
The Daily Report is honoring those attorneys and judges who have made a remarkable difference in the legal profession

in Georgia. 

Get More Information 

What You Need to Know
The impact of the breach has grown from 344 to more than 23,000 people whose information was

potentially compromised.

The Stevens & Lee breach highlights the growing risk of insecure law firm client data.

The firm did not return messages for comment.

The cyberattack of Philadelphia midsize law firm Stevens & Lee has grown to include 23,066 people

whose personal information was potentially compromised, including customers of the firm’s financial

institution clients, according to public records.

The new figure, revealed in notices to authorities last month, is a sharp increase from the 344

potentially impacted individuals reported by the 185-lawyer firm in December as a result of the June

2021 cyber attack.

The breach is another reminder of law firms’ vulnerability, not just because of their vast repositories

of client information, but because of their access to the personal information of clients’ customers,

which can be sold on the dark web or used as leverage to extort a firm.

Stevens & Lee initially alerted state attorneys general and affected consumers to the breach in

December. In a notice to authorities at that time, the firm said an unauthorized third-party may have

gained access to personal information of the firm’s customers, “or, as in your case, certain

customers of our clients.”

“You may not have heard of us but we are a law firm which assists financial institutions, one of which

was a financial institution with which you had an account or which provided services in connection

with loans or accounts you held,” the firm said in letters to affected individuals, offering them free

identity monitoring services.

“While at this time we have no evidence that any information has been misused, and no conclusive

evidence that your specific information was accessed, out of an abundance of caution we are

providing you with free credit and identity theft protection services,” the firm wrote.
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The law firm’s lawyer, Richard Goldberg, a Philadelphia-based partner at Lewis Brisbois Bisgaard &

Smith, reported to state authorities that individuals’ personal information—including names, Social

Security numbers, driver’s license number and account and card numbers—may have been

accessed in the breach.

The impact of the breach was felt in multiple states.

In Massachusetts, the firm previously reported two residents were affected. That number was

updated to 1,835 in April, according to a data breach incident report by Goldberg to state attorney

general Maura Healey.

In Maine, records recently disclosed by the state attorney general’s office show the firm updated the

number of individuals affected from one to 1,058 last month.

Goldberg and Jeanna Hahn, the firm’s chief marketing officer, did not respond to requests for

comment.

The most common cyber attacks law firms encounter are ransomware, business email compromises

and “social engineering,” or manipulating personnel to divulge key information that would grant

access to the firm’s network, said Karen Painter Randall, chair of the cyber security and data privacy

practice and co-chair of the professional liability practice at Connell Foley.

“The fast-paced environment of a law practice often leads to employees being tricked by the false

urgency of sophisticated phishing emails,” said Randall. “Such emails can allow a threat actor

access to either the firm’s network, an employee email account, or both.”
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In response to the threats posed by bad actors, large law firms have increased their spending on

the technological infrastructure safeguarding their networks. Cyber security lawyers say this is a

shift from the historical view law firms have had of IT—as a pricey budget item that doesn’t yield

sufficient return to justify the investment.

“The cost of security is probably the single biggest increase in our technology budget,” said Fox

Rothschild firmwide managing partner Mark Morris. He added that spending on IT has been one of

the biggest increases on a percentage basis in the firm’s budget, rivaling real estate expenses.

“Engagement letters with clients dictate what levels of security you need to have. It’s really

important,” Morris said. “It has to be state of the art, not something you try to save money on.”

Likewise, Armstrong Teasdale earlier this year promoted its IT department head, Tim Pyatt, to the

new role of chief information officer. “We service a number of banks and hospital systems, so data

privacy is of the utmost importance,” said Patrick Rasche, the firm’s managing partner.

Cyber security experts said that the traditional defenses at law offices have been diminished with

the advent of remote work, as home Wi-Fi networks may not be as secure and offer hackers several

distributed points of attack.

It’s hard to identify a suspicious log-in when employees work remotely, said Chris Loehr, chief

technology officer of cyber insurer CFC Response. That’s because accessing a firm’s network from

an offsite location or late at night—which used to be red-flag indications of questionable activity—

have become common features of modern work patterns.

“You used to be able to detect things a lot easier based on people’s patterns but people’s patterns

are not the same anymore,” Loehr said.
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Christopher Ballod is a Managing Director in the Cyber Risk practice of Kroll, based in Philadelphia. He 

leverages over 15 years of experience in data privacy and cyber security, counseling clients in the 

preparation for a cyber incident, and during the response and notification process after an incident 

occurs. 

Before joining Kroll, Chris was a partner and vice chair of the Data Privacy & Cybersecurity practice at 

major law firm. 

Christopher holds a Juris Doctor from the Delaware Law School. Additionally, he is a Certified 

Information Privacy Professional/U.S. (CIPP/U.S.) and Certified Information Privacy Professional/Europe 

(CIPP/E). 

 



 

Monique Ferraro is Cyber Counsel at Hartford Steam Boiler Insurance and Inspection Company, where 

she provides legal and technical expertise in support of Global Cyber Products. Ms. Ferraro's 

cybersecurity and privacy experience spans more than twenty-five years in digital forensics, e-discovery, 

information security and privacy. She is also an Adjunct Professor in the Cyber Security and Data Privacy 

Law Program at Albany Law School. 

Monique obtained her law degree from the University of Connecticut School of Law, her Master’s degree 

from Northeastern University in Criminal Justice and Bachelor’s from Western Connecticut State 

University.  

 

She is a Certified Information Systems Security Professional (CISSP), a Fellow of Information Privacy, 

Certified Information Privacy Professional/US (CIPP/US), Certified Information Privacy Manager (CIPM) 

and Chartered Property and Casualty Underwriter (CPCU). 

 

Monique worked for the Connecticut Department of Emergency Services and Public Protection for 

nineteen years, serving in several different roles. She was a founding member of the state’s Internet 

Crimes Against Children Task Force and the Computer Crimes and Electronic Evidence Lab. She also 

wrote grants for and coordinated the design of a statewide and later regional criminal intelligence sharing 

network. She founded the state’s Family Violence Reporting Program and coordinated the sex offender 

registry. After retiring from state service and before joining HSB, she taught, had a private practice of law 

and a digital forensics and electronic evidence consulting firm. 

 

She has taught at the undergraduate, graduate and law school level, teaching courses in privacy, cyber 

law, digital forensics, Criminal Justice, Women’s Studies and law.  

She is a frequent speaker and writer on cyber and privacy issues. 

  

 



 

Kelly Geary, Esq., CIPP US is the National Practice Leader - Executive Risk & 

Cyber/Professional Services Claims & Coverage Leader, Epic – Insurance Brokers and 

Consultants. Kelly is a highly accomplished insurance executive and privacy professional. She 

has spent the  past 20 years focused on Cyber and Executive Risk solutions for organizations.  

 

 



Steven Kaufman 

Mr. Kaufman is the Acting Chief Counsel in Department of Homeland Security’s Cybersecurity 

and Infrastructure Security Agency (CISA) Office of Chief Counsel.  He has been the Principal 

Deputy Chief Counsel since December 2016.  As a career member of the Senior Executive 

Service (SES), Mr. Kaufman leads the Office of Chief Counsel, which provides legal support 

and guidance to CISA’s enterprise services and specialized divisions on a wide variety of 

security, technological, and administrative issues including cybersecurity, privacy, information, 

grants and cooperative agreements, information security, physical infrastructure, Federal 

complex civil litigation, procurement, internal investigations, constitutional, employment, tort, 

and ethics law.  Mr. Kaufman has been with the DHS since 2010.  

Prior to becoming the Principal Deputy Chief Counsel, Mr. Kaufman was an operational attorney 

supporting DHS’ Federal Protective Service (FPS).  He advised on a plethora of legal issues 

impacting FPS’ law enforcement and Federal facility security mission nationwide. He also 

served on a leadership detail with the U.S. Secret Service. 

Before joining DHS, Mr. Kaufman served as an Associate Chief Counsel in the Office of Chief 

Counsel of the U.S. Drug Enforcement Administration (DEA).  Mr. Kaufman established and 

managed DEA’s Division Counsel Program after serving as its first Division Counsel in the 

Miami Field Division in 2000.  In Miami, he provided legal advice and counsel on operational 

and legal issues, mainly focusing on electronic surveillance issues.     

Mr. Kaufman began his Federal career in the FDIC’s Office of General Counsel, Office of 

Special Litigation, where he litigated complex cases arising from the country’s savings and loan 

crisis in the 1980s and 1990s.  He graduated from American University Law School (JD) in 

1989.  He received his B.A. from George Washington University in 1986.          

 



 

 
 

Pritesh Patel has held various roles in financial operations over the years and joined Coveware 

in 2019 as a Senior Director of Incident Response. On a daily basis, he provides guidance to 

clients that are dealing with active ransomware attacks and handles all facets of threat actor 

engagement. 

  



 

 
 
 
 
Karen Painter Randall is a partner and Certified Civil Trial attorney at Connell Foley LLP, where she 
chairs the Cybersecurity, Data Privacy and Incident Response Group. Considered a national thought 
leader, she has extensive experience advising clients on cyber risk management, cybersecurity, privacy 
laws and regulations, and incident response. 

Karen provides counsel to organizations of all sizes on proactive measures to help identify, protect, 
detect, respond and recover from cyberattacks, with a focus on insider threats, ransomware and 
business email compromise. She drives strategic solutions on how to safeguard a business’s sensitive 
data, using security risk assessments, policies and procedures, security awareness training, incident 
response plans, tabletop exercises and cyber liability insurance. Importantly, Karen has handled 
hundreds of incident response matters each year since 2010 for carriers and uninsured businesses. She 
leads the response effort by working across all industries and with leading vendors to contain/eradicate 
the attack, manage crisis communications, evaluate legal, contractual and regulatory notification 
requirements, manage internal workforce messaging, and prepare consumer notification with effective 
use of resources to reduce exposure. 

In addition, Karen oversees Connell Foley’s 24/7 Breach Response Team, which provides 
immediate counsel designed for crisis  management, preserving critical assets, mitigating harm   
to the business’s reputation, and limiting legal liability. Post-breach representation also includes 
defense of class action litigation, regulatory enforcement actions and investigations. 

Karen received three presidential appointments to the American Bar Association’s Cybersecurity Legal 
Task Force, and was named the Task Force’s Private Sector Liaison. She founded and chairs the New 
Jersey State Bar Association Cybersecurity Legal Task Force and Institute, which educate the Bar and 
members of the judiciary on cyber risk. She also chairs the USLAW Network Cybersecurity and Data 
Privacy Group. Karen has been named by NJBIZ as a “Leader in Law” for Cybersecurity and as a “Digi- 
Tech Innovator.” 
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